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ABSTRACT 

The increasing rate of Internet users and the adaptation to technology are 
threatening security. The most prevalent threat is phishing, which uses social 
engineering attacks to mislead users to reveal confidential and sensitive information 
such as usernames and passwords. Phishing is a type of e-mail fraud in which an 
intruder poses a trustworthy or trusted source by clicking on a link or opening an e-
mail attachment to deceive the recipient. Phishing e-mails are those that employ both 
social engineering and technological tricks. It is essential to use e-mails today because 
almost every person in the world has to use them, whether personal or business. The 
truth is that anyone who has used e-mails may be a possible target for cybercriminals. 
User factor is an essential element in a phishing e-mail. In this study, interviews were 
conducted to get the user factors involved in a phishing e-mail. The findings show that 
the user factors are demographic, behaviour, weapons of influence and e-mail 
contents phishing e-mail.  

INTRODUCTION  

Phishing is the most widely used social engineering technique[1]. According to[2], 
phishing uses electronic networks to trick users into sharing confidential and sensitive 
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information, passwords, and account numbers. Phishing has been around for 
decades, but it has only recently been used to obtain personal information and 
classified information. Phishing is a well-known security risk in today’s digital world, 
and it is a deceptive attempt to get confidential personal information from an 
unsuspecting individual. For a variety of attacks and threats, phishing must be the 
preferred method[3]. 

Phishing is mainly done through e-mail, where a phisher poses as a trusted or 
reliable source to persuade the recipient to click on a link or open a file in an electronic 
message[4]. The user characteristics of a phishing e-mail are user factors and 
awareness. The user factor focuses on human behaviour where it needs to understand 
the actions of users to a phishing e-mail[5]. In this study, the user factors are 
demographic, behavior, e-mail content and weapons of influence. The procedure of 
phishing e-mails starts with an electronic message aimed at deceiving recipients 
interested in providing information or logging on to a sender. Usually, the transmitter 
masks as a legal person and creates communication to persuade the person to act[6]. 

This act could include disclosing confidential private information such as PINs or 
unintentionally granting access to their laptop or network[2];[4]. A preliminary 
investigation on user factors of phishing e-mail is conducted in this study.  

LITERATURE REVIEW  

 Phishing is one of the most significant security threats, as it is the root of most 
data security incidents[1]. According to the APWG, phishing is an illegal method that 
combines technical deception and psychological manipulation to obtain private 
information and account authorisations. In Malaysia, phishing is also a significant 
concern. Based on the Malaysia Computer Emergency Response Team (MyCERT), 
phishing is an incident that has the highest priority level over other ventures in Cyber 
Security in Malaysia; as shown in Figure 1, phishing is among the top four threats, with 
rising trends. It is also ranked in the same ranking for both years. It demonstrates that 
phishing trends are growing, while the top risks are increasing year after year.  

 

 

 

 

 

 

 
 
 
 
Figure 1. Summary of Top Threats 2019-2020 
 

2.1 Phishing  

 In 1996, the term “phishing” was coined after many deceptive clients were 
recorded on the America Online (AOL) site with forged credit card information[7]. The 
term “phishing” was first used in phishing on the American Online (AOL) Usenet 
Newsgroup on January 2, 1996 and has been in use ever since[7]. Most hackers would 
produce fake AOL reports that automatically generate fraudulent credit card 
information [8]. Phishing is a sort of community exploitation asset where hackers make 
people share personal data or install malware on their PCs through spoofed e-mail[9]. 
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Table 1 
Various Definition of Phishing 

 

Phishing in the physical world has the same fundamental concept as “fishing.” 
According to[8], phishing is a form of social engineering. An intruder, also known as a 
phisher, tries fraudulently to acquire the confidential or sensitive credentials of 
legitimate usernames by automatically mimicking electronic messages from a trusted 
or public institution.  

Phishing is defined by the Anti-Phishing Working Group [2] as a criminal tactic that 
uses both social and technical deception to obtain user identity data and financial 
account credentials. Besides, [2]reported that it would be a misleading move for users 
to disclose sensitive and confidential information using technical media, including e-
mails, websites, chat, and text messages, such as identity profiles, usernames, etc 
passwords. 

In conclusion, phishing is a common type of social engineering based on the 
various ways in which phishers use technical media such as e-mails and websites to 
trick users into sharing personal information and deceive them. Phishing, a well-known 
security issue in today’s digital world, attempts to deceive an unsuspecting individual 
into revealing sensible personal data. 

2.2. Phishing E-mail  

 Phishing is an intrusion of social engineering where phishers use technical 
media like e-mail and websites to dupe and trick users into sharing their personal 
information[14]. Phishing e-mails are described as e-mails that use both social 
engineering and technological tricks. It has been used to steal users’ secret 

No. Author Definition 

1. [8] 

A type of social engineer in which an attacker, also 
known as a phisher, attempts to obtain 
confidential or sensitive data from legitimate users 
by automating electronic communications from a 
trusted or public institution. 

2. [10] 

Phishing is a psychological trick aimed at getting 
deceived individuals to provide personal 
information on the Internet so that the perpetrator 
can fraudulently exploit their credentials. 

3. 
[11] 
 

An online spoofing framework for communication 
via electronic communication channels of social 
engineering messages to allow users to perform 
specific actions for attackers 

4. [2] 

A criminal technique that combines social 
engineering and technological manipulation 
intending to take individual information from users 
and financial account credentials. 

5. [10, 12] 
A scalable act of deception using impersonation to 
obtain data from a target. 

   

6. [13] 

A social engineering attack in which hackers use 
spoofed e-mails to make people use their 
computers to exchange sensitive data or download 
malware. 

7. [8] 
Phishing is a common form of social engineering in 
which confidential information is stolen by sending 
false e-mails from a trusted source. 
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information and manipulate users’ behavioural characteristics to enhance users’ 
chances of doing what they desire[2].  

Phishing is the practice of sending e-mails to obtain personal information from 
reputable sources. Phishing e-mails attempt to persuade computer users to share 
personal information such as credit card numbers, login and username information, 
and other pertinent data. Phishing e-mails are generally sent to many randomly 
selected recipients to cater to natural users’ emotions of envy, fear, and reverence for 
authority, as well as sympathy, curiosity, and willingness to interact.  

2.3 User Factors  

User factors in the context of information security have initiated to expand 
enhanced attention, especially phishing e-mail. One particularly notable feature of this 
method is the use of security technologies that have failed to protect companies from 
cyberattacks[15]. User factors are classified into demographic characteristics: age and 
gender, user behaviour, e-mail content, and the weapon of influence in an e-mail. [18] 
analysed gender differences in the adoption and usage of technology in the workplace 
and found that gender differences became more prevalent with rising age. Gender 
disparities in perceptions of technology have become far more prominent among older 
staff and less noticeable among younger employees. 

However, recent research by [16] surveyed a Finnish municipal organisation 
revealed no gender gap in the number of workers. The gender disparities in security 
behaviour that have been established in the field of information security include women 
who are more vulnerable to phishing attacks. However, females have been reported 
to have higher levels of safety issues [14, 17, 18] and  

[19-21]studied the correlation between low computer skills and vulnerability to 
phishing attacks. It was found that computer skills likely play a role in the overall 
susceptibility to phishing e-mails. However, higher computer literacy can cause users 
to overestimate their ability to monitor their online environment, contributing to an 
increased risk of online activity.  

A study by [22] showed that participants who use the Internet more frequently are 
more mindful of the dangers of the online environment. But in terms of enhanced 
awareness or computer skills, individual guardianship measures do not guarantee 
complete immunity to phishing attacks[19, 20].  

 User factors mainly focus on visual cues and indicators to recognise a phishing 
attack. Kirlappos used techniques such as online games. whereas, phishers tend to 
exploit human vulnerabilities by tapping into behavioural factors such as 
temptation[23]. [14]identified the design for phishing e-mail by probing the cues that 
generally distinguish phishing e-mail from real e-mails. The study revealed that 
participants frequently use cues that are not good indicators of whether an e-mail is 
phishing or legitimate. It includes legal disclaimers, the quality of visual presentation, 
and the positive consequences highlighted in the e-mail.  

A study by [24] focused on e-mail content such as weapons of influence which is 
persuasive techniques that phishers can use to lure individuals into falling for a 
phishing e-mail attack. Successful phishing e-mails apply psychological principles of 
influence – authority, commitment, liking, perceptual contrast, reciprocation, scarcity 
and social proof  [25].  These influence concepts in this study exploit general human 
heuristics and help to simplify decision-making but can often contribute to 
misrepresentation and deception.  

PROBLEM BACKGROUND  

The phishing e-mail attacks is a critical cybercrime nowadays, which not only 
increase as time goes on, but they are also evolving. Statistics disclosed that about 
97% of users worldwide are incapable of identifying phishing attacks, which 
undoubtedly indicates that users lack knowledge regarding this type of attacks[25]. 
Regarding this situation, user factors are crucial to overcoming phishing attacks.  
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Phishing e-mails use social and technological tricks to steal users’ confidential data 
[2] and take advantage of human behaviour[26]. The researcher can see the influence 
of user factors on a phishing e-mail through some demographic elements, user 
behaviours, e-mail content, and weapons of influence in an e-mail that is persuasive 
tactics that attackers may use to attract people fall for an attack. 

There are some previous studies on the demographic factors which correlated 
between gender and phishing vulnerability. [19]in their study observed that adult 
females are substantially more likely to fall for phishing than males. Similarly, [24] 
discovered that matured females contribute the highest vulnerable unit to phishing 
susceptibility contrasted to additional demographics, which us same with [27] which 
stated that adult females are susceptible to phishing e-mails.  

On the other hand, they found that gender has a slightly significant difference in 
phishing attacks where the attacks deceived females and males, as mentioned by[28]. 
However, the finding was different from[29], where the study found no significant 
gender association shown in the results of their study.  

Some studies have studied phish vulnerability based on age and found that older 
users are more vulnerable to phishing than other ages between 18 and 25 years of 
age [30]. Persons up to middle age but not older users (60 years and older) were 
included. The previous research suggested that the correlation between age and 
phishing vulnerability is inconsistent. [31] found that people over the age of 59 years 
are more vulnerable to e-mails from phishing. Same to study by [27] found that older 
adults are more vulnerable to phishing e-mails than younger users.  

User activity is divided into two groups, knowledge and internet use. Research by 
[22] found that targeted messages would contribute to participants’ response who 
usually use rational decision-making to phishing attacks. And those who use the 
Internet for diversified reasons are more conscious and less vulnerable to phishing 
attacks. For instance, a study carried out by [32] showed that university students are 
alarmingly susceptible to e-mail attacks. Their findings are significant because 
university students are mostly computer-literate and aware of these types of phishing.   

Like the [33] study, 89 per cent of the respondents accepted that they trust that a 
legitimate e-mail and phishing e-mail can be distinguished based on their previous 
experience. However, the results have shown that approximately 92 per cent of 
participants misclassified phishing e-mails. From this contradictory finding, most 
participants were not only vulnerable to phishing but overconfident to defend 
themselves from phishing.  

E-mail content is also one of the main factors in e-mail phishing. [34]noted that 
characteristics of e-mail content, such as logo’s visual aspects and banners 
representing the organisation or business or entity, will lead the people to click on the 
phishing e-mails. In a second study by[35], attention was given to urgent questions 
and e-mail subject lines, which are considerably susceptible for the consumer to click 
and respond to phishing e-mails. However, grammar or orthographic awareness levels 
were significantly less likely to trigger users to click on phishing e-mails. Phishers also 
use visual cues to reproduce company logos and organisational slogans to boost 
consumer’s trust in the message [42]. [43] found that users had trouble differentiating 
phishing e-mails because spelling or grammatical errors are more likely to happen 
than actual e-mails.  

It is a success when these e-mails must disclose their data outside of the 
confidential path as information is not covered outside of the confidence path. They 
mislead workers into believing that the belief route used to give in this data by 
impersonating legitimate entities[12]. Two forms of manipulation occur: by clicking or 
by answering. To steal confidential information from the click action, the user must visit 
a phishing site. A response behaviour involves a request that the client responds to 
these e-mails by sending its secret information. The successful attack from phishing 
e-mail comes from social influence or persuasion strategies.  [36]stated that social 
influence is used as fundamental to get a quick response from the victim. For example, 
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if the recipient fails to respond or act within a limited period, an e-mail will inform the 
account termination. So, the recipients will respond as quickly as possible to ensure 
the bank will not terminate their account.  

Studies on the weapon of power of authority, commitment, liking, reciprocity, 
scarcity and social proof in [27] found that scarcity and authority are the most potent 
instruments for any group’s age. Younger users, however, are more resilient to 
scarcity, while older adults are most vulnerable. [4]investigated three weapons of 
influence, namely authority, scarcity, and social proof. That study showed that 
authority is the most potent means of persuasion in persuading users to click on the 
e-mail connection and protect the e-mail[4]. 

Research by [24] showed that all weapons of control that were empirically tested 
in a single phishing experiment are most vulnerable to the concepts of continuity and 
reciprocity, contrary to the findings of[37]. [20]The most common methods of 
persuasion used in a study of social engineering for online fraud are authority, urgency, 
fear or danger, politeness, and formality. In 100% of these cases, the cybercrime 
authority was used, and 71% of phishing mails added a sense of urgency[38]. Apart 
from the factors mentioned above, emotion is one of the essential elements in e-mail 
phishing activity.   

4. RESULTS AND DISCUSSIONS   

A preliminary investigation was done through e-mail interview with six real victims 
who were involved in phishing. Table 2 summarises the respondent’s details and the 
findings from the interview.  

Table 2  
Findings from the E-mail Interview 

No. Respondent Findings 

1. 

Woman, 34, 
Full-time 
postgraduate 
student. 

She received an e-mail from the bank asking her to update her username and password. She 
clicked the link and automatically brought her to a fake website that looked like her online 
banking website. In the site, she was asked to give OTP numbers, where she filled it up and 
logged out from the site. After that, she got a message from the bank stated that she already 
made a transaction by transferring an amount of money to another party account. She clicked the 
link because she felt scared and fearful because the e-mail stated that if she did not update her 
username and password, the account will be blocked. At the same time, she did not have any 
knowledge of phishing and was not familiar about it. 

2. 
Woman, 38, 
Engineer 

She received an e-mail from a familiar organisation asking her to update her profile. She clicked 
the link and updated her profile not knowing that the phishers cheated and led her to a fake 
website. After she updated the profile, she logged out as usual. And an hour after that, she got a 
message from the bank stated that she made a transaction to overseas with an amount of money 
by using her credit card. She updated her profile because the e-mail said that if she does not 
update it, her purchase online after this will have problems. She felt worried and scared that if 
she did not update her profile, then difficulties will happen after that. She trusted the site 
because of the logos and banners used are same with the legitimate website. 
 

3. 
Man, 45, School 
Teacher 

He was offered a job through an online platform. He felt excited because the salary offered for 
the job was high, and at the same time, he needed the job. He was asked to fill up the form via 
online by giving all the personal information in the site. And after that, he got an e-mail stated 
that an interview will be conducted for him in another two days. All the details for the interview 
session were provided through the e-mail. But unfortunately, when he came to the place, there 
was no interview session and there was no job application at all. The building he went to was 
empty. He explained why he accepted the job because he was excited being offered and at the 
same time, he was desperate to get a job. 

4. 
Woman, 27, 
Actuary 

She has experienced several times in phishing e-mails. The trickiest experience that she ever 
came across was when she was called for an interview by an e-mail pretending to be the Central 
Bank of Kenya. She replied the e-mail and gave the information they wanted. After that, they 
asked her to send $800 to activate the application because her name was shortlisted in the final 
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This preliminary investigation summarises that people would become susceptible 

to phishing e-mail because of their emotion, such as feeling scared or fearful. 
Simultaneously, the users also feel worried and trust the site based on the logos and 
banners. Other than that, people are lured into phishing because of their excitement, 
happiness, and desperation on what is offered in the e-mails. Victims also feel anxious, 
lack knowledge, lack education, and feel greedy to see a lot of money. Another 
problem that victim or users always face is the design of phishing e-mail or websites.  

In [36] study, 90% of participants in their research were fooled by well-designed 
phishing websites. They clicked on the websites and followed all the directions. [48] 
argued that the effect of emotions on responding to phishing should be a crucial area 
of future research. They proposed that the current emotional condition of a person 
shapes their decision by moderating the focus, sensitivity and depth of information 
processing that contributes to user’s consciousness.[39]’s study focused on perceived 
severity and self-efficacy.  

Phishers take advantage of standard and current events such as a pandemic, 
convictions, prizes, faith and politics to draw responses from their victims. These 
methods may affect data processing by the victim who cannot take appropriate care 
to verify the message’s validity. The material and claims in the body of the message 
can trigger human emotions such as fear or excitement efficiently and affect cognitive 
capabilities, a ploy compounded by the use of concepts of persuasion[28, 40].  

6. CONCLUSIONS  

Phishing is a severe cybercrime that happens every day and it is usually done 
through e-mail. The findings of this study highlight the user factors of phishing e-mail 
which is demographic factors that include gender and age. Besides, the user factors 
also consist of user behaviours that contain user knowledge and experience. Adding 
the weapon influence following the social influence principles (authority, commitment, 
liking, reciprocity, scarcity, and social proof) in a phishing e-mail leads the users to 
intrude into phishing e-mail. This is also the same with the e-mail contents that involve 
all the visual cues and indicators in a phishing e-mail. Both elements are the user 
factors of a phishing e-mail. Insights from this study can help individuals understand 
their own vulnerability level to phishing attacks through e-mail and guide training 
approaches to reduce vulnerability to phishing e-mails.   

list. She paid them the amount of money, and sadly after that, they did not reply to her again. She 
spent the amount of money because she was excited about being offered a job from a known 
bank in Kenya. At the same time, she felt happy to get a job, but sadly it was only a con. 

5. 
Man, 24, 
Entrepreneur 
and Marketer 

He has experienced e-mail fraud where someone pretended to be bank support and tried to lure 
him by claiming that his bank account had a problem. That person asked him to provide his 
account number, PIN and other personal details that he used while registering the account. He 
later researched on the Internet and noted that the bank uses a different e-mail from that. 
Luckily, he did not yet perform any actions. However, during the first impression, he felt scared 
and anxious because the bank asked about personal information. But he took a wise action by 
searching for the information before taking any action. 

6. Man, 50, Clerk 

He got an e-mail from an organisation which told him that he got RM50,000 as a lucky draw. He 
was so excited and felt fortunate to get the random draw with a lot of money. But he was needed 
to fill a complete form by providing all the personal information including a photocopy of identity 
card and needed to pay an amount of money for transaction fees. He did all the requirements of 
the organisation. But unfortunately, after he sent the documents, there was no reply from the 
organisation. Then, he tried to contact the organisation by trying to send an e-mail. 
Unfortunately, the e-mails were bounced back with statements saying that the e-mail does not 
exist anymore. After he experienced this, he became more cautious when getting any e-mail. He 
shared that he is a victim because he does not have any knowledge on phishing, lack of education 
on phishing or scam and at the same time felt greedy to see the amount of money that he will 
get. 
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